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Executive Summary: 

On March 21st 2022, at 20:58:11 UTC, A user named Patrick Zimmerman was the victim of a 

malware attack. By doing an analysis on the captured network traffic using tools like Wireshark 

& Brim (Zui), there are few evidences of network compromise. It was identified that the user 

infected with IcedID malware. IcedID is a generally banking trojan that is popular to steal 

sensitive information like financial data from infected systems. The malware was likely infected 

by the attacker through a malicious website oceriesfornot.top (this is the IP 188.166.154.118, 

user visited this site). The network trojan was detected from this website and downloaded a 

suspicious zip file. 

 

The attacker started using Patrick’s network right after the malware infection, On the victim's 

machine (10.0.19.14 & 00:60:52:b7:33:0f), the host (10.0.19.9) was using Patrick’s network. By 

using smb_mapping, the attacker enumerated and gained access to the domain controller. 

 

 The attacker visited many malicious sites through gaining access to domain controller which 

include file sharing websites (filebin.net & situla.bitbit.net) and remaining sites mentioned in 

IOCs. I found a domain ‘bupdater.com’ in my analysis, this domain and IP address are also 

identified as malicious, and have been identified as a cobalt strike C2 server by the community 

(Virus Total). Then I was able to conclude that the attacker utilized the initial access granted by 

the IcedID infection to establish cobalt strike C2 (23.227.198.203:757 - bupdater.com) on the 

victim machine. 

 

 

 

 

 

 

 



 

Details: 

 

Client MAC address: PERIPHER_b7:33:0f (00:60:52:b7:33:0f) 

Requested IP Address: 10.0.19.14 

Host Name: DESKTOP-5QS3D5D 

Client name: DESKTOP-5QS3D5D.burnincandle.com 

Username: patrick.zimmerman (found through Kerberos) 

Attacker: 188.166.154.118:80 - oceriesfornot.top (malware), Cobalt strike: 23.227.198.203:757 - 

bupdater.com 

 

I started my analysis with Wireshark, and my goal was to identify the malware that infected 

Patrick's machine. So I went through statistics to find information like the IP address, DNS, Host 

name, and MAC address of the host. By doing this process, I figured out that ‘10.0.19.14’ was 

the most common IP address in the captured packets. If this is the most common IP, then I can 

say this is most likely the target for attackers. By analyzing ‘dhcp’ packets, I got all the user 

details. And next, I analyzed ‘Kerberos’ for finding the owner of the system (PC user). 

 

Next, I started filtering the ‘http’ traffic using Wireshark to get more details of the network 

traffic. I came across an http GET request from Patrick (user - 10.0.19.14) to 188.166.154.118 

(http://oceriesfornot.top). This domain and its extension look weird to me, so I went to Google 

and did an advanced search about this ‘oceriesfornot.top’ domain and found that this is a 

malicious site related to Quantum Ransomware. Then I opened my Brim (Zui) to figure out what 

happened when the user visited this site. I quickly filtered the ‘dns’ traffic and analyzed this 

domain and found, ‘oceriesfornot.top’ was accessed by the user and downloaded a zip file, and 

got infected by a network trojan. 

 

 



Continuing my search for more details about this trojan, I searched on VirusTotal about this 

domain and confirmed this is malicious malware. But both the ‘MD5’ 

(792ec837418da54679ac01a9b8c9f257) & 

‘sha1’(d5134cd34207addf6b483bdb39a24fbf847b1623) hash values found on Brim are not 

malware. Also, I checked for the TCP stream of this request and found an interesting cookie, and 

decoded it using ‘Cyberchef’ tools. I found the cookie is utilized for storing encoded information 

regarding the victim's host, which includes details such as the hostname, username, and 

Windows version. As a result, I had proof that the attacker was able to gather certain information 

regarding the victim's host. 

 

I found more sites through ‘dns’ filter in both Brim & Wireshark. I saw our victim IP 

‘10.0.19.14’ is making unusual TLS requests with ‘suncoastpinball.com’ domain 

(160.153.32.99) on port 443, I saw some weird responses like ‘Client Hello’ & ‘Server Hello’. 

This site is not self-signed but was issued by the Godaddy domain provider. 

 

This DNS traffic disclosed the malicious operations of the attacker, I found another activity that 

within a fraction of seconds (like within 5-7 seconds) our victim tried to access 

‘antnosience.com’ (157.245.142.66) ‘filebin.net’(185.47.40.36) ‘situla.bitbit.net’(87.238.33.8) 

‘bupdater.com’(23.227.198.203) sites. This is a nice pattern that I observed, all the sites 

mentioned are related to malicious malware (found through VirusTotal) some are related to 

‘Criminal IPs from different countries according to virus total. So basically the attacker used 

Patrick’s network and accessed these malicious sites. 

 

 

 

 

 



 

While going through the ‘DNS’ traffic I encountered another site ‘bupdater.com’ with the 

23.227.198.203 . So I filtered the traffic with that Ip address ‘ip.addr == 23.227.198.203’ and 

found, It made a pattern that our victim host was sending multiple requests every minute on port 

757. Again, I searched this site on VirusTotal and confirmed this as a ‘Cobalt strike - Command 

and Control C2 server’ by the community discussion about it. 

 

Now, I can say that the attacker utilized the initial access he got through the IceID malware 

infection and used that access to start the cobalt strike attack on Patrick (our user). 

 

To keep Patrick Zimmerman's system safe, it's a good idea to install anti-virus and implement 

firewall security. This will help scan all downloaded files for any dangerous viruses. We should 

use multiple layers of protection to stop attackers from harming any users on our network. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Appendices- Indicators of Compromise: 

 

The Initial network trafiic after the IcedID infection: 

HTTP GET request - 188.166.154.118:80 - oceriesfornot.top (malware) 

HTTPS traffic - 91.193.16.181:443 - seaskysafe.com and dilimoretast.com 

HTTPS traffic - 157.245.142.66:443 - antnosience.com and otectagain.top 

HTTPS traffic - 160.153.32.99:443 - suncoastpinball.com 

 

The traffic to the file sharing websites:  

HTTPS traffic - 185.47.40.36:443 - filebin.net 

HTTPS traffic - 87.238.33.7:443 and 87.238.33.8:443 - situla.bitbit.net 

 

The traffic to the cobalt strike command and control (C2): 

HTTPS traffic - 23.227.198.203:757 - bupdater.com 

 

* Detailed proofs with screenshots are in the next pages 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

This is first thing I did, Analyzing the protocol hierarchy.  Statistics -> Hierarchy. 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

I filtered ‘dhcp’ traffic to gather the information of the user and found the Mac address, IP 

address, Host name. 

 

 

 

 

 

 

 

 

 

 



 

And to find out the username of the user, I filtered ‘kerberos’ traffic. 

Kerberos: 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

“ ip.addr==10.0.19.14 &&http.request.method==GET ”. This filter gave me all the http GET 

request method, I found three main sites and analyzed them. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

I looked up the two hosts, x1.c.lencr.org and ctldl.windowsupdate.com, and they appear to be 

genuinely owned by LetsEncrypt and Microsoft. However, oceriesfornot.top (188.166.154.118) 

appears to be linked to the Quantum Ransomware. See the google result below. 

 

 

 

 

 

 

 

 

 

 

 



I find an unusual cookie after selecting the frame and following the TCP stream of 

“oceriesfornot.top” HTTP request:  

(right click on frame -> Follow -> TCP Stream) 

It will automatically download a zip file if we try to access the the site “oceriesfornot.top” 

 

 

Upon discovering a gzip file, I did research on IcedID and gzip files. It became apparent to me 

that the extent of the infection went beyond what I initially assumed. The string "Copper.txt" 

acted as a simple facade. In reality, the data was encrypted IcedID configuration and not an 

actual file.  

 

 



 

I spent some time researching more and came across sysopfb's blog where he did some research 

on “IcedID” malware that contains a similar cookie:  

Link: https://sysopfb.github.io/malware,/icedid/2020/04/28/IcedIDs-updated-photoloader.html 

 

 

 

He explains that the “_u” cookie value contains the victim's hexa-decimalized username and 

computer-name. Therefore, I utilized cyberchef to validate this, and indeed I got this outcome 

from the cookie value:  

 

 

The cookie is utilized for storing encoded information regarding the victim's host, which 

includes details such as the hostname, username, and Windows version. As a result, I had 

substantial proof that the attacker was able to gather certain information regarding the victim's 

host. 

 



 

Using Zui software, I found and confirmed that ‘188.166.154.118’ IP as malicious and a 

‘Network Trojan’ was detected. Take a look at the below screenshot. 

 

 

 

 

Downloading a zip file from 188.166.154.118 to the victims machine (10.0.19.14) 

 

 

 



 

 

MD5: 792ec837418da54679ac01a9b8c9f257 

Sha1: d5134cd34207addf6b483bdb39a24fbf847b1623 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

Another confirmation on VirusTotal: 

 

 

 

I came across the initial IOC and determined that the domain and IP address of 

“oceriesfornot.top” were identified as malicious through VirusTotal as well. 

 

 

 

 

 

 



 

I noticed that the victim IP address established multiple unusual TLS connections with the 

suncoastpinball.com domain located at 160.153.32.99:443 (port 443), which provided me with 

another indicator of compromise (IOC). Despite not being self-signed, the domain's SSL 

certificate was issued by GoDaddy (SSL info found on Follow->TCP Stream). And people 

reported it as a virus site. 

 

 

 

 

 

 



 

 

As I proceeded to examine Wireshark further, I decided to narrow my focus by filtering for DNS 

traffic. This particular type of traffic can disclose the domains and IP addresses employed by 

attackers to execute their malicious operations. After applying this filter, I observed that the 

victim's IP address made few DNS requests for domains, all within a brief interval of time (5 

seconds difference like that). 

 

 

 

 

The domains “filebin.net” and “situla.bitbit.net” are file sharing platforms (malicious). 

Connections to both domains were established, with each connection lasting for less than 10 

seconds. At this point, it remains unclear whether this indicates that data was being exfiltrated, or 

if the malware was attempting to retrieve additional resources to be deployed on the victim's 

device. 

 

 

 

 

 

 

 



 

 

 

All the these domains are malicious according to the Virus Total (people reported these websites  

as virus). I have all the screenshots in the next page. 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

I noticed a pattern after configuring 23.227.198.203 (bupdater.com) as my destination address. 

Specifically, the host appeared to communicate with ‘bupdater.com’ every minute on port 757. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

After performing a search on VirusTotal (23.227.198.203), I discovered that multiple individuals 

had previously reported it as a Cobalt Strike Command-and-Control (C2) server. 

 

 

 

So I confirmed this as Cobalt Strike Command-and-Control (C2) server. 

 

 

 



 

 

 

 

 

 

 

Above screenshot is for overall activity from Brim (Zui) 

 

Finally, The user was affected by the IcedID malware from the ‘oceriesfornot.top’ domain and 

attacker gained access to domain controller, so attacker visited malicious sites or links and 

utilized the access to do Cobalt strike on the victim (bupdater.com). 


